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memo 030711

Linux

[EEATAY:— 31—
@iv—LT1LD MICcptestT4 LD M) BEERL
[kuri@pc108b kuri]$ mkdir cptest
QEDPCHIRHTEZ XY MI—DHY—EAERRURLIZMILCRTF
[kuri@pc108b kuri]$ nmap pcl08b > .nmap.txt
Warning: You are not root -- using TCP pingscan rather than ICMP
Q@m 771 )L hbtelnetZE & Lnmap. txtIZIB A0
[kuri@pc108b kuri]$ cat .nmap.txt | grep telnet >> .nmap.txt
[kuri@pc108b kuri]$ cat .nmap.txt
Starting nmap V. 2.54BETA31 ( www.insecure.org/nmap/ )
Interesting ports on pc108b (192.168.0.108):
(The 1548 ports scanned but not shown below are in state: closed)
Port State Service
22/tcp  open ssh
23/tcp  open telnet
111/tcp open sunrpc
1024/tcp open kdm
5680/tcp open canna
22273/tcp open wnn6
Nmap run completed -- 1 IP address (1 host up) scanned in 0 seconds
23/tcp  open telnet

*cd - FERNCWVETALIMICRES

[BRILI—Avt—IDTP1IRE
[kuri@pc108b kuri]$ cd /root 2> err.txt
[kuri@pc108b kuri]$ cat err.txt
bash: cd: /root: Permission denied

> &IBIBEHAEIS-HAEEAZENH RS

J37eTAtAICDINT

-JOCADEE R FiffP152-

- Ja7e7NE 205!
man - less

- sh

killaYY R
TOERACOTFINEESD FEHEP148-
[FIETHEOmanIvN &E1LET3
[kuri@pc108b kuri]$ ps aux | grep man
matsuno 2116 0.0 0.6 2140 768 ttyp0 S 11:20 0:00 man Is
kuri 2173 0.0 0.6 2140 768 pts/1 S 11:21 0:00 man Is
[kuri@pc108b kuri]$ kill -kill 2173
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/etc/rc.d/re.sysinitZ i A AN CREIFIEZRHD
/etc/rc.d/re.sysinitldFEEN TS5 LA & /etc/inittabD DEEH A D

VIV
0 =1k
1 Vg1 —Y
3 YIFI1-Y
5 ILFI1-H(X11)
6 BicE

[EErootD)SAT—FEEIRTS

LIV —HE— FTEpasswdEREEE LA L
Dtelnet TrootDNNAT— FEZEELYT— T3

[root@pc108b root]# passwd

Changing password for user root.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

[root@pc108b root]# init 6
QUBEIN)SAD— FTAYA U TERNEERER
@Y7 — bcti+alt+delete
@GRUBEIE ClinuxILY MJICHNDETAZA S
BISIA—RIRE TsingleFIEELTT—F

grub append> ro root=dev/hda3 single
®passwd CNAD—FZZEET S
DIVLRIVEIICHEENT D

init 3

-init7AtA
EFIOEADEE
[root@pcl08b root]# more /etc/inittab
# Default runlevel. The runlevels used by RHS are:
# 0 - halt (Do NOT set initdefault to this)
1 - Single user mode
2 - Multiuser, without NFS (The same as 3, if you do not have networking)
3 - Full multiuser mode
4 - unused
5-X11
6 - reboot (Do NOT set initdefault to this)

HOHOH HHH

#

id:3:initdefault: LT IFIESVLAIL
# System initialization.

si::sysinit:/etc/rc.d/rc.sysinit ..sysinit77 1 )b

10:0:wait:/etc/rc.d/rc 0O
11:1:wait:/etc/rc.d/rc 1
12:2:wait:/etc/rc.d/rc 2
13:3:wait:/etc/rc.d/rc 3 NSV UANILITEITIND
14:4:wait:/etc/rc.d/rc 4
I5:5:wait:/etc/rc.d/rc 5
16:6:wait:/etc/rc.d/rc 6

# Things to run in every runlevel.
ud::once:/sbin/update

R=J(2)
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# Trap CTRL-ALT-DELETE
ca::ctrlaltdel:/sbin/shutdown -t3 -r now ..ctl+alt+delh’E%h

# When our UPS tells us power has failed, assume we have a few minutes

# of power left. Schedule a shutdown for 2 minutes from now.

# This does, of course, assume you have powerd installed and your

# UPS connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"

# If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

# Run gettys in standard runlevels

1:2345:respawn:/shin/mingetty ttyl
2:2345:respawn:/shin/mingetty tty?2
3:2345:respawn:/shin/mingetty tty3
4:2345:respawn:/sbin/mingetty tty4
5:2345:respawn:/shin/mingetty tty5
6:2345:respawn:/shin/mingetty tty6

# Run xdm in runlevel 5
# xdm is now a separate service
x:5:respawn:/etc/X11/prefdm -nodaemon

Y LARIVITREEIEN D 774 ) (link 774 )b : /etc/rc.d/init.d/xxx)
B :STIRFESI7MI

fZ1E KTHRFES TP

[root@pc108b root]# Is /etc/rc.d/rc3.d

K05innd K34yppasswdd K65identd K85zebra S26apmd
K09junkbuster K35atalk K65kadmin K90isicom S28autofs
K12mysqld K35dhcpd K65kprop  K99microcode_ctl S55sshd
K15httpd K35smb K65krb524 SO5kudzu S56rawdevices
K15postgresql K35vncserver K65krb5kdc S06reconfig S56xinetd
Kl6rarpd K40mars-nwe K70aepl1000 SO08ip6tables  S60Ipd
K20bootparamd K45arpwatch K70bcm5820 S08ipchains S80sendmail
K20iscsi K45named K74ntpd  SO8iptables S85gpm
K20netdump-server K45smartd K74ups  S09isdn S90FreeWnn
K20nfs K46radvd K74ypserv S10Onetwork S90canna
K20rstatd K50netdump  K74ypxfrd S12syslog S90crond
K20rusersd K50snmpd K75gated S13portmap S90xfs
K20rwalld K50snmptrapd K84bgpd  Sl4nfslock S95anacron
K20rwhod K50tux K84ospféd S17keytable S95atd
K24irda K54pxe K84ospfd S20random S97rhnsd
K25squid K55routed  K84ripd  S24pcmcia S98wine
K28amd K61lldap K84ripngd S25netfs S99local
KBTI

[root@pc108b root]# Is /etc/rc.d/init.d

Freewnn dhcpd kadmin netfs rarpd snmptrapd
aepl000 functions kdcrotate network rawdevices squid
amd gated keytable nfs reconfig sshd

anacron  gpm killall nfslock  rhnsd syslog

apmd halt kprop nscd ripd tux
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arpwatch httpd krb524 ntpd ripngd ups
atalk identd krb5kdc ospfed routed  vncserver
atd innd kudzu ospfd rstatd  winbind
autofs ip6tables Idap pcmcia  rusersd  wine
bcm5820  ipchains Ipd portmap rwalld  xfs
bgpd iptables mars-nwe postfix  rwhod xinetd
bootparamd irda microcode_ctl postgresql sendmail
canna iscsi mysqld psacct  single  yppasswdd
cpgarrayd isdn named pxe smartd  ypserv
crond isicom netdump radvd smb ypxfrd
cups junkbuster netdump-server random snmpd

-init 774 Lz EHE T %...chkeonfig

YALRT
[root@pc108b root]# chkconfig --list |more
canna 0: A7 1:AT 224V 3 XY 4AY 5: A4V 6:47
atd 0:A47 L:AT 2:47 3:AY 4AY 5:4Y 6:47

microcode_ctl 0:A7 1:47 2:47 3:47 4:47 5:47 6:47

keytable 0:A7 LAY 2:4Y 374V 4:AY 5:4Y 6:47

syslog 0:A7 1:AD 224V 324V 4FY 5: 4V 6:47
gpm 0:A7 L:AD 2274V 37V 4FY 5: 74 6:47
kudzu 0:AT 1:A7D 2:47 3:4Y 474V 5:4Y 6:47
sendmail 0: A7 1: 747 2:4Y 3: 4V 474V 5:4Y 6:47
netfs 0:A7 1:A7 2247 3:4Y 4:FY 5: 4V 6:47
network 0: A7 1: 47 2:4Y 3: 74V 474V 5:4Y 6:47
random 0: A7 1: A7 2:4Y 3: 74V 474V 5:4Y 6:47
rawdevices  0:47 1: 47 2:47 3:AY 4:FXY 5: 74D 6:47

pcmcia 0:A7 1:AD 22XV 324V 4:FY 5: 4V 6:47

xinetd X—ADY—EA:
chargen-udp: 77
chargen: 72
daytime-udp: 77

Y—EADEN/HIFR
[root@pc108b root]# chkconfig --level 3 sendmail off

BHEY-EA
web Apache http 7714 L ZER1%
mail Sendmail A—JLiX1{E
ftp wu-ftp J74VERIE
vsftp 774 \VERiE
dns bind B HIRIR
file samba Window 771 L& H
NFETOFEH R
-N\—REH
cpu >300MHz(600MHz# %%) >500MHz
memory >128MB(256MBf4E) >512MB
vga 32MB memory#t 1% & {ffi#&voa
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nic =& gEnic

A=)l (cdromhi)
AVAM=IVE=F T340/ TFAME—F

-TFA7INT—F
hddICZBEN—T1 Y3V EER FIPS...fat®)d /Partion Magic
grub /etc/grub.conf
lilo /etc/lilo.conf
# grub.conf generated by anaconda
#

# Note that you do not have to rerun grub after making changes to this file
# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.
# root (hd0,0)

# kernel /vmlinuz-version ro root=/dev/hda3

# initrd /initrd-version.img

#boot=/dev/hda

default=0 WTIXNEEERE

timeout=10

splashimage=(hd0,0)/grub/splash.xpm.gz

title Red Hat Linux (2.4.18-3)
root (hd0,0)
kernel /vmlinuz-2.4.18-3 ro root=/dev/hda3
initrd /initrd-2.4.18-3.img

*DOSA—TAUTA.. AVA—ILEFDFHBI 1 —T 1 T4

FIPS20 N=T12a0&ERT D
images cdromASNDA VA=A A=Y
rawritewin FEIFDIERL

IN=T13VDERK
swap  memory&[RFE EFIEE
/boot  >32MB
/ INWT—=3D4 VANV

“linuxavuh
man thavi-shibha
option  BSD EWBEELBLY s

GNU - rm
UNIX -- chkconfig
cat Y—YHlE cat f1 f2 f3 > f123

more R—IHE

less RFEE,VIICFEENA]

chmod REBHZEH chmod 755 f1
chown #A—7Z&H chown kuri f1

chgrp  JI—TEE chgrp kuri f1

locate & DB%E{E /3R

netstat networkDIKEEFR R
tcpdump tcpDA S

cti+vc  IXVNDIELE ctl+qTH 0K
ctihz  INODTIOV RICHEE
fg TAVIIVRICRY
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[EE2]
@ALY bFALDMIDT74 )V &cptestlc) Sy 7y T
[kuri@pc108b kuri]$ mkdir cptest
[kuri@pc108b kuri]$ cp -r ./* ./cptest
[kuri@pc108b kuri]$ Is -al ./cptest

a5t 32

drwxrwxr-x 2 kuri ~ kuri 4096 7H 11 16:37 .

drwx------ 7 kuri  kuri 4096 7H 11 16:36 ..

-rw-r--r-- 1 kuri  Kkuri 9462 7 H 11 16:37 bash_history_root
-rw-rw-r-- 1 kuri  kuri 35 7H 11 16:37 err.txt

-rw-rw-r-- 1 kuri  kuri 28 7H 11 16:37 testl

-rw-rw-r-- 1 kuri  kuri 0 7H 11 16:37 test2

-rw-rw-r-- 1 kuri  kuri 0 7H 11 16:37 test3

-rw-rw-r-- 1 kuri  Kkuri 140 7 A 11 16:37 tmpls

@1-Y&EBMULIAT— FEEE
[root@pc108b root]$ useradd kuril
[root@pcl108b root]$ passwd kuril
[root@pc108b root]$ su - kuri

@BEI1-YOEANEHI-FOEANICFHET

[kuri@pc108b kuri]$ history -w history_kuri

[kuri@pc108b kuri]$ su -

[root@pc108b root]$ cp /home/kuri/history_kuri /home/kuril/history_kuri
[root@pc108b root]$ chmod 666 /home/kuril/history_kuri

[root@pc108b root]$ su - kuril

[kuril@pc108b kuril]$ history -r history_kuri

4 B0 A ft&date 771 URTF
[kuri@pc108b kuri]$ date > date
[kuri@pc108b kuri]$ cat date
20034 7H 118 $=#EH 17:04:26 JST
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